
Cyber Handbook 

 

Introduction: 

 In today's interconnected world, staying secure online is crucial. This eBook offers simple 
yet powerful guidance to help you safeguard your personal information, recognize threats, 
and navigate the web safely. 

 

Chapter 1: Password Management 

 
 

Creating Strong Passwords: Creating strong passwords is your first line of defence against cyber 
threats. A strong password should include at least 12-16 characters, combining uppercase and 
lowercase letters, numbers, and special symbols. Avoid predictable information like birthdays, 
names, or common phrases. Use a unique password for every online account to ensure that if one 
account gets compromised, your others remain safe. 

Using Password Managers: Password managers are tools specifically designed to help manage 
numerous complex passwords securely. Applications such as Nord Pass, 1Password, and Bit warden 
generate random, strong passwords and store them in encrypted digital vaults accessible only by 
you. These tools also simplify logging into websites by auto-filling your credentials, ensuring your 
passwords remain hidden from potential observers. 

Two-Factor Authentication (2FA): Two-factor authentication adds a crucial additional security layer 
beyond passwords alone. After entering your password, 2FA requires a secondary method of 
verification—usually via a unique code sent to your mobile phone or generated by an authenticator 
app. This significantly reduces the risk of unauthorized access, even if your password becomes 
compromised. Activate 2FA through your account settings on popular platforms like Google, 
Facebook, Instagram, and financial websites to enhance your security. 



 

 

Chapter 2: Recognizing and Avoiding Phishing Attacks 

 
 

What is Phishing? Phishing is a deceptive practice where cyber attackers attempt to trick 
individuals into revealing sensitive personal information, such as passwords, credit card numbers, 
and login credentials, by posing as trustworthy sources. Attackers often impersonate legitimate 
companies, banks, or even acquaintances to gain trust and manipulate victims into compromising 
their information. 

Common Phishing Techniques: Phishing attacks can take various forms, with the most common 
being: 

 Email Scams: Emails pretending to be from legitimate organizations, urging immediate 
action to avoid consequences, like account suspension or fines. 

 Fake Websites: Websites designed to closely resemble legitimate websites, aimed at 
collecting your login details or personal information. 

 Social Media Fraud: Fake profiles or messages on social media platforms, often claiming 
you've won a prize or urging you to click on harmful links. 

Tips to Spot and Avoid Phishing Scams: 

 Check Email Senders: Always verify the sender's email address carefully. Legitimate 
organizations typically have recognizable, official email addresses. 

 Avoid Clicking Unknown Links: Hover over hyperlinks to inspect the URL before clicking. If it 
appears suspicious or unfamiliar, do not proceed. 

 Verify Websites: Look for HTTPS and a padlock symbol in the address bar and confirm the 
website address matches the official website you're intending to visit. 

 Be Sceptical of Urgent Requests: Phishing scams often create urgency to prompt immediate, 
unwise actions. Take your time and verify requests independently if unsure. 

 



Chapter 3: Protecting Your Devices and Network 

 
Essential Security Practices: 

 Install and Regularly Update Antivirus and Anti-malware Software: Antivirus and anti-
malware programs help detect, quarantine, and remove threats that could compromise your 
files and personal data. To maintain robust protection, opt for reputable solutions and keep 
them up to date. Most programs allow scheduled scanning—enabling this feature ensures 
you regularly check for hidden threats. 

 Regularly Apply Software Updates: Operating systems (like Windows, macOS, iOS, and 
Android) and applications constantly release updates to patch security flaws and 
vulnerabilities. Ignoring these updates can leave your devices exposed. Make it a habit to 
turn on automatic updates or check for them frequently, including firmware updates on 
your router and other IoT devices. 

 Secure Your Home Wi-Fi Network: Your home network is the gateway to all your devices. 
Use strong, unique passwords that differ from your router’s default settings, and select the 
highest level of encryption available—ideally WPA3, or WPA2 if your hardware doesn’t 
support the latest standard. Regularly review the devices connected to your network, 
removing unfamiliar or suspicious devices. 

Mobile Device Security: 

 Use Strong Passcodes, Fingerprints, or Facial Recognition: A weak PIN or password on your 
smartphone can quickly be cracked, granting an attacker access to emails, social media, 
banking apps, and more. Biometric locks like fingerprints and facial recognition add 
convenience while maintaining security. 

 Enable Remote Wiping: In the event your mobile device is lost or stolen, a remote wipe 
feature allows you to erase personal data before it falls into the wrong hands. Whether you 
use iOS (Find My iPhone), Android’s Find My Device, or third-party security apps, 
configuring this feature is a proactive move. 



 Carefully Manage App Permissions: Many apps request access to sensitive phone functions 
like your camera, microphone, or location. Only grant permissions that are necessary for the 
app’s core functionality and review them periodically in your device settings to ensure no 
apps are overstepping. 

Public Wi-Fi Safety: 

 Use Virtual Private Networks (VPNs): Public Wi-Fi networks, such as those in cafes, airports, 
or hotels, are often unsecured—anyone on the same network could potentially intercept 
your data. A VPN creates an encrypted tunnel for your internet traffic, making it far more 
difficult for attackers to spy on your activity. 

 Avoid Accessing Sensitive Websites Without VPN Protection: When you’re on untrusted or 
public networks, it’s wise to refrain from logging into bank accounts, corporate email, or 
other high-value sites unless you’re using a VPN. If a VPN isn’t available, use your mobile 
data plan or wait until you’re on a trusted network. 

 

 

Chapter 4: Privacy Protection and Social Media Safety 

 

 

Privacy Settings: 

 Regularly review and adjust your privacy settings on platforms like Facebook, Instagram, 
Twitter, LinkedIn, and TikTok to control who sees your content. 

 Limit who can view your posts, photos, and personal details strictly to people you know and 
trust. 

 Disable or limit location tracking features to prevent unintentionally revealing your exact 
location, thus enhancing your safety and privacy. 

Sharing Responsibly: 

 Always pause and think carefully before posting any personal details online, including home 
addresses, phone numbers, or travel and vacation plans. 



 Avoid sharing photos or information that could unintentionally reveal your routine, such as 
daily routes, work schedules, children’s schools, or future events. 

 Remember, once information is online, it’s difficult to control or remove completely—it can 
be copied, shared, or archived indefinitely. 

 

Understanding Digital Footprints: 

 Every action online, from social media posts to website visits, contributes to your digital 
footprint, shaping your online identity. 

 Be aware that employers, schools, and personal connections often review digital footprints 
to assess trustworthiness, responsibility, and professionalism. 

 Regularly audit your online presence by searching your name on Google and social media 
platforms. Remove or request the deletion of outdated, inaccurate, or inappropriate content 
to maintain a positive digital reputation. 

 

 

Chapter 5: Responding to Security Incidents 

 
Recognizing You’ve Been Hacked: 

1. Unusual Account Activity: Unexpected logins, strange posts, or messages sent from your 
accounts could indicate an intruder. Watch for unfamiliar logins in your security settings. 

2. Sudden Changes or Lockouts: Password or security setting changes that you didn’t initiate 
are strong indicators of a breach. 

3. Spam or Suspicious Emails: If your friends or contacts receive odd emails or messages from 
you, it might mean your account is compromised. 

4. Device Slowdowns or Strange Pop-ups: If your computer or phone suddenly becomes 
sluggish, crashes frequently, or shows unexplained pop-ups, malware may be at play. 



If you notice these signs, act quickly to minimize damage. 

Incident Response Plan: 

1. Change Passwords Immediately: For the compromised account(s), create a new password 
that is strong, unique, and not like the old one. Enable two-factor authentication wherever 
possible. 

2. Scan for Malware: Run a full antivirus and anti-malware scan on your devices to detect and 
remove potential threats. Keep your software updated for the latest protection. 

3. Secure Other Accounts: If one account is compromised, attackers may have gained details 
like security questions or personal data that could be reused. Update passwords and security 
settings on your email, banking, and other critical accounts. 

4. Check Financial Statements: If payment or banking information was involved, monitor your 
accounts for unauthorized transactions and report suspicious activity to your financial 
institution. 

5. Inform Contacts: If your compromised account might have impacted friends or colleagues 
(for example, through phishing links), warn them so they can stay vigilant. 

**Reporting Cybercrimes: 

 Local Law Enforcement: In the UK, start by contacting your local police station if you believe 
you’ve been a victim of fraud, identity theft, or any form of cybercrime. For immediate 
threats, call 999. For non-emergencies, call 101. 

 National Reporting Centre – Action Fraud: In the UK, online fraud and cybercrime can be 
reported directly to Action Fraud, run by the City of London Police. You can file a complaint 
online or by phone, providing details of the incident for further investigation. 

 Platform Support: If a social media or email platform was used to perpetuate the crime, 
notify that platform’s support or security team. They may provide additional resources and 
can help secure your account. 

 Credit Reference Agencies: In cases of identity theft, contact credit reference agencies such 
as Experian, Equifax, or TransUnion. You can request a protective registration or similar 
fraud prevention measure to help block unauthorized activity on your credit file. 

 

For more information feel free to visit my website www.sanocyber.com and leave me a 
message if you would like any other help. 

 




